ABSTRACT: In this paper, cloud environment security issues, cloud storage environment as the research object, focusing on the audit mechanism of user behavior in cloud environment. According to the security features of cluster data in cloud storage environment, a user behavior auditing model is proposed, and the data acquisition and preprocessing of user behavior audit are studied. This paper analyzes the source of the user behavior audit analysis data. In the process of audit data analysis and processing, a feature vector method is proposed to extract valuable information from audit data. A user behavior modeling method based on Hidden Markov model is proposed in this paper, the user behavior model is used to identify the validity of the user's operation, and to ensure the security of the data of the cloud platform.
INTRODUCTION
With the advent of the era of big data, cloud computing has been widely used. Cloud storage technology has become an effective way to solve the problem of massive data storage, but the user's information assets security and privacy protection in cloud environment has become a huge challenge. User behavior audit is an effective way to record and analyze the user's access behavior. It can be found that the user's behavior patterns, and used to monitor the abnormal behavior of users. The research of user behavior auditing in cloud environment has become an important research topic in the field of cloud security.
As a result of the cloud storage cloud end users direct access to the software and hardware resources of a cloud service provider, user behavior in turn to cloud service providers to bring security risks than conventional network service is greatly increased. Conduct an effective audit of the user's behavior to ensure the security of the audit, which has become one of the important research topics to maintain the sustainable and healthy development of the application of the cloud computing.
Audit of user's behavior in cloud environment, can regulate the use of data, ensure data security, reduce the risk coefficient of the system, to provide a powerful solution for the risk management and control in the cloud environment [1] .
CURRENT RESEARCH SITUATION IN RELATED FIELDS

Research status of cloud environment monitoring system
In this paper, we build a distributed cloud storage system for Hadoop. Ganglia [2] , this real time monitoring system only realizes the collection of the key data information in Hadoop. There is no follow-up analysis of the operation, but also can not be aware of the security risks in the system. Nagios [3] , it can monitoring data, system, network and operation status of Hadoop cluster. Nagios implements the alarm of abnormal behavior, but the judgment basis is from a single host or server, rather than the overall situation of the system. Chukwa [4] provides the state monitoring function of Hadoop cluster, and can collect the key information of the distributed system for statistical analysis. But in the design of Chukwa, it is more inclined to the design of massive data acquisition and processing program, which can not accurately identify the abnormal behavior of the operator in the cluster.
Research status of audit anomaly detection technology
System of legal user in the ultra vires and high risk operation (both legitimate users itself or intruder fraudulent use of legitimate users of illegal operation), the harm is not less than the virus of infection. This abnormal behavior found that the basis of the user's normal behavior patterns, so this detection method needs to rely on the user's operation command history [5] , to achieve the discovery of user abnormal behavior. Anomaly detection technology based on HMM (hidden Markov model) [6] , is committed to analyzing the user's behavior from the transfer level of the user operation, to achieve the purpose of abnormal detection. Over the past ten years, more and more scholars focus on the Shell based user behavior anomaly detection. A method of user behavior anomaly detection in machine learning is proposed in document [7] . It through the implementation of a single user account monitoring, getting the current user input command sequence (UNIX command). In the literature [8] , the abnormal behavior of users is discovered through the study of the examples. The program has a certain advantage, landing effect is good, easy to achieve, and changes in user behavior can also make a certain response. But the method can not get satisfactory detection rate. In the literature [9] , the pattern mining is introduced to distinguish the behavior of users. This scheme is based on correlation analysis and sequence mining to detect the abnormal behavior of users. Based on the detection method proposed by [7] [8] , in the literature [10] [11] , propose a new method for the description of the operation mode of normal users by using the method of similarity assignment. Compared with the literature [7] , the accuracy of abnormal behavior detection is improved. Through the analysis of the abnormal behavior of the user's behavior, we found that there are some disadvantages in the above methods, reflected in the determination of the target, the effect of detection and treatment of the efficiency of the problem. Therefore, in the study of user abnormal behavior detection, we can further optimize the detection method from the above starting point.
APPLICATION DESIGN OF USER BEHAVIOR AUDIT BASED ON HIDDEN MARKOV MODEL IN CLOUD ENVIRONMENT
In this paper, according to the security audit of user behavior in the cloud environment, combined with the previous security audit model, the paper analyzes and designs the user behavior audit model. In this paper, the system framework of user behavior audit is analyzed, which provides a theoretical basis for the regulation of user behavior in the cloud environment. In order to improve the disadvantages of the original audit model, this paper designs the audit model to introduce the function of audit analysis. For the user's behavior modeling, according to the user's behavior data to be audited and the user's normal behavior model comparison, to identify whether the user's behavior is in line with the conventional.
The architecture of behavioral auditing model in cloud environment
This paper proposes a model of user behavior auditing in cloud environment. As shown in figure  1 . In this paper, the user behavior audit model is divided into three stages: audit data preparation, audit analysis, audit response and feedback.
Audit data preparation phase: including in-depth study on the cloud platform, find can reflect the data source for the user behavior under the cloud environment; to find the data source with the corresponding audit data collected, then the collected audit data pretreatment process, get the formatted data that can be used for the next step.
Audit analysis stage: after the preprocessing of the data in the audit analysis stage has two trends, one is for the corresponding user modeling the normal behavior, or update the user normal behavior model; the other a as data to be detected for the detection of normal user behavior model. The stage of modeling and testing process is completed by the data mining method, compared with the previous audit process with higher accuracy.
Audit response and feedback stage: if the audit analysis found that the user's behavior deviate from the normal behavior model of the user to a large extent, the abnormal behavior is considered. At this point, the passive response (such as the administrator to the police, etc.), or the active response (such as automatic termination of the current operation, limiting the abnormal user rights, etc.), and other means will respond.
User behavior data preprocessing in cloud environment
User behavior audit data sources in cloud environment
The cloud storage environment which is built in this paper is the Hadoop distributed file system (HDFS). HDFS is a distributed file system based on a local file system which is built on a group of distributed server nodes. HDFS uses the master/slave structure [12] , as shown in figure 2 . A complete HDFS consists of a NameNode and a number of DataNode. The main node NameNode can be regarded as the total command of the entire HDFS, which manages the entire HDFS operation [13] . When the user interacts with the HDFS, it needs to connect with the main node to get the metadata of the file (namespace, file storage location, file directory, etc.), whether it is a storage or read operation. Therefore, the master node records all user interaction information in the form of a log (i.e., the operation record). The user operation log can directly reflect the user's behavior. So this paper selects the user operation log on the main node NameNode as the data source of the user behavior audit in this paper.
Pretreatment process
When the user calls API of HDFS, its operation will be divided into a number of short command in the bottom of file system. Such as "copyToLocal" command, it will download files from HDFS to local disk, will be broken down into a number of open and listStatus short commands. Due to the short order is often a large number of, so the introduction of time threshold T as a segmentation point, the short command sequence is divided into a number of short sequence. A single short command can not describe the user's behavior, so in this paper, the short command sequence will be a simple cluster integration, then we get a feature vector. The reason for using the short command as the basis of the data is that the short command can clearly and effectively describe the behavior of a user. And it is not difficult to obtain the audit log of the main node, the operation record can be obtained by modifying the configuration file of HDFS. And the user operation command (such as the Shell command) as the target processing data anomaly detection technology has been more research, the research of this paper can obtain good theoretical guidance.
Analysis of user behavior audit
In this paper, based on the comprehensive study of the data characteristics of the cloud platform, user behavior characteristics and audit analysis modeling, this paper puts forward a method based on Hidden Markov model (HMM) to analyze the behavior of cloud users. Hidden Markov model is actually a classification method in data mining, using the hidden Markov model to model the normal behavior of cloud users. To be detection of user behavior audit data and the expected user normal behavior model for comparison, if wait for detection of user behavior audit data to a greater extent to deviated from the expected user normal behavior model, the user that the abnormal behavior.
Model training
The training process needs to determine the state of the HMM, and calculate the two parameters, initial state probability distribution 
STEP 2
If the observed value of RR in a total of H species, traverse RR, delete duplicate observations, wo will get a set of R without repeated observations for long length H. And the occurrence probability of each observation value is /
ii b c n     , and the is the number of observations. STEP 3 According the probability of each element appears from large to small to arrange, then we get a ordered non repeated observation set 12 { , ,..., } H SR r r r  . SR to merge, we will get N observation set. Corresponding to the state set one one, we get the pattern library M.
STEP 4 Because the probability of each state is accumulated by the probability of all the observed values, so the formula for calculating the initial probability distribution
STEP 5
When modeling the hidden Markov model, the probability of state transition is usually only need to be obtained. This kind of single transfer has two kinds of situations, one is from the state to the other state of the transfer, the other is the state's own transfer. 
3.3.2
Detection process The detection stage needs to determine the collected information. First of all, to detect the data to be detected, through the pretreatment method of this paper, the growth of the observed value of LL sequence X. By using the method of the training phase, the 11 LL  states of the sequence X are obtained.
Then calculate the probability ( | ) PX  of hidden Markov model to generate the probability of this sequence X. Through the judgment of the value of the probability of this condition, to find out whether there is abnormal occurrence
EXPERIMENTAL RESULT
In this paper, we use 4 sets of hosts to set up the Hadoop cloud environment. In HDFS, 4 hosts are divided into 1 main node and 3 slave nodes. The experiment collects the operation information of 4 users, as the sample data. In the experiment, it is believed that the collected user data samples reflect the normal behavior patterns of each user, which is consistent with the normal operation of the user. So in the modeling process of the hidden Markov model, the sample data information of the model is selected to select the first 4000 behavior log records of the user 1. After the normal behavior model of user 1 is established, the model can be identified by using the user 2000 other 1 behavior log records, and the false detection rate of the model can be obtained. Using the other 3 users of each of the 2000 behavior log records submitted to the model to determine (for the user 1, the behavior of these 3 users are generally abnormal), you can get a model of the detection rate. the audit analysis method based on the hidden Markov model after the transformation of this paper has a good ability to distinguish the normal behavior. Conditional probability curve is obviously different from the conditional probability of the judgment of abnormal behavior and solid results obviously located in the phantom results above.
CONCLUSION
According to the characteristics of cloud cluster data security, this paper puts forward the system architecture of behavior audit model in cloud environment. The data acquisition and pretreatment, and the methods of behavior auditing are studied. Based on the hidden Markov model (HMM), a user behavior audit analysis method is proposed, which is different from the previous audit function. It can improve the intelligence of audit analysis and guarantee the security of user's behavior in the cloud environment. It strengthens the monitoring of user behavior in the cloud storage environment, and provides a means to protect the security of data in the cloud environment. It is needed to point out that the method can improve the accuracy and real-time performance of the proposed method by optimizing the parameter setting and the matching method of short order sequences in practical applications.
